LI —: PIAHTTPHHY

—, SEIEERY

o FIFE Wireshark #4554t HTTP RETEMY (TCP 1Y) ;
o THEMES EIEEE IS
o EiE HTTP X TCP Y T{EITFE.

—. LBAS

o [35h Wireshark EX{4, #HTHRICEGK;

o ENISEEFIAIA http://www.xjtu.edu.cn TTE (FTFFMTT, NEHXATTHE) ;
o {1k Wireshark BUIRSCEZR, DITEIRIR.

=, FEEER

« WEEREOIRSIPIESE HTTP iSRAES (BD GET #ES0) A HTTP WEYRX, ¥4
TS ERAOME;

- GASTERIEL, BHE HTTP TR

o MELERIRI PikiE TCP BIMIEZMBBUEZRIRY, DTS NFRIVEHERE
TCP HHY A TIELTE.

P, SCIStHKIRICEIR
1. $ETIE

HIEHE ENEBEPN— M OES, BREEHERTMEEH, KR
DEMYIEE (40 0S| 5% TCP/IP {R8]) MEX, EE—EEUEEIMEEESE
B FRAMSCKENE) RITRE. FREEIEZRREGE, BRIESYIE RS
BirigE. HEERERE RERIEE, AEEENT:

s AFPERNERAEE (MNTRAS. BFHME. XE4E) B NAE hiXAE (0
HTTP, FTP %) , FFARERRA E (Data) ;

o (EMEENEESIRNS AENER, HINEHEIER (ikOS. &Eef) , 7~
HRIERFRN R (Segment)


af://n0
af://n3
af://n11
http://www.xjtu.edu.cn/
af://n19
af://n28

B, FENSERRA

ik

- MEEBEHERITEREIES, FIMN IP it &E(
2 (Packet) ;

o FUEHEIREENEEEIEQ ISR, FFHII0 MAC etk mikEE RS (FCS) £,
FHERVLERFRA i (Frame) ;
o YR FIBRHEIRENMEERALLESR (BES. NEESHLEES) BIEN
&, FERNERRALER (Bits) .
FURESKEKS RS, T BUERREISE XIS T EURS AN ERE, YR

ERIZNEIRE SRR, SUEEREEITINFHERMESELSIER, NSRRI
EmER, CRERDNARLE REENARERLE.

P ZISETE

/ X

IR R

NAE: #iE

/ X

SE e

EHE: B

/ X

HIR R

&R &

/ X

HIR R

FHEHEIRZE: I

/ X

HIR BREE

YRR LURRR

BN SR SR e
2. HTTPSTCPHRY TR

HTTP (X AMEHENNY) FTCP (fFhiEdimi) RIMAMNBBEFIZ O
. BilE NAE 1 (FHE PN REEEAE, WRTHENTRERMEHN

Bf=.



HTTP ER4EMNINAEMY, BERHEMIZL. BiafTE TCPIP 2Lk, &
EHAMEFEII: — N2 ERiG (Client) BF (BEENKSE) , 53—
BES38% (Server) 2F ((BEMRAWebIRSES) . MBBEIRIEHTTP IR M
TWiEXkMWE, HFHTTPFREFREREMNNTCP & HMEERE 19, LU M
AR X ER (AR, AEE. AKFE. £AFK) | Y HTTPA.ORYAR
RN TFERNER, BXEEFTIES AR STCPIEZRISER; BAFMEE
AEXZEFATAIRSER, AR TEER. TIRSHINY,; mHTTPA.A STEZEM(EH
T—E#, E—RHTTPIRX EiR e AR e, RIS ISE0EE , 2o,
HTTPR2 EX—FAEZE LA LTIIEREEW , BIEFAI LAE— MFARTCPIERE
RHE ERIESMEK., BIIMESrEH, AL BirMuGERIHTTPA.1
Y. BARXATRESEHDIT.

TCP 2EEANMIIBEMNPRERANEBRENNZ—, BET EMERE AIHY,
RIESURER RN, FERPMENzEEs mRli 09%EZE. TCPIMYAIZ O Bix
ERREUEREE AdiE. AEE. AKFE. AFEX NEENEHRIEREN. AT
SLIX—B1R, TCPER T —&RIINGISRIRESIRAIaTSEEM. STEMIRAE, ¥
SHIRIEE D “SIRIBF, MIRIEF’ . BERMADRITEEESMBER S, TCP {F
HEBEMY, 5 HTTP REHTENEIEEREE. HTTP ASH ARG IBEWEEmaInT
S, RFAFIEEME, BT TCP RBIREUENTSEX. 81 HTTP iEkMNmiL
#EIT— TCP & (EH. TICRXANE. BRH, AREMEIR, #EIEIZR
TCP &1 TR ).

REER, HTTP BT EXEIRREIURSMN, T TCP NG HREYERIA S
&, METES, HEFEERT Web MBHER I TSR 5154,

EFSA SN EIEEIRS IR IR, DBITNAEMERERNR MM EERST
5. ATRTAFDRERBRS, ERESMANARRM ERESED, ™
EffFSocket f E X H# N — M EDOD. BEF ==
Socket ENMREFSIMERFZMANED . HEREFER Socket JBRT, BIFR
FBXLREEWHBENAIRENSRE (WEEER. KEHES) . XEREE
BERERERELTHN, BN AP ERAFBASENSHREEFERER. ME8TA
ReeERINAELIRNTEIINEER, ERAEERINBERFRRERNTEREXLRE,

MFIFRSEE NS BT, BIRANEEes, TIRIErI LIRS AL TS
2 (827 DNSEFHE) :

S1: AFARIE (1§%) : WASCIEA http://www.xjtu.edu.cn,

S2: JIKEEEET . NERETSNENNEFTERCHZEEM P ik, NRE
Bi7, MEEEREFN P, TFEBEHT DNS &if,

S3: DNS &if] : MIRAMREET, NEEEME DNS REF[RIE—MEIEK, B
IZIHBZ I RAT 1P sk,

S4: DNS IRz : DNS RS8R BinEB3IMNaY 1P btk (40 202.117.1.13)



S5: TCP EHET : NS2ET TCP/IP Y5 BfRIRS2REIERE, AT, NUSE
TIRSS BB = REF R O] SEANIERE.,

S6: BiX HTTP iEK : Vase@id s~z TCP & MRSBEAIE HTTP 5K (i
GETi&XK) .

S7: RSN . ARSSEFAIEBRFIRE HTTP AL,

S7: K& . BERMMATERE, & HTTP R4 1.0 SiTiFAER, EERUAIR
N



FRF IR
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MR BT

BIFEEFE P Hbuk?

{ERZ%FRY 1P sthhl
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DNS &if]

v
DNS /s

l

SREX B fRigi 2 A9 1P Hitik

l

TCP &EiEET

l

&% HTTP 53Kk

l

ARSSRRALIRIRK

l

IR[E] HTTP 0ghz
I




!

KA

E2: EXTIFmE

X—IEHFEXRHTTP STCP MY TR TIRIE, ALRERSTISESIEE
E2piiE ezl Iz R

f. SEIRERS

1. DNSEif]

AL BB A I iE i Wi-Fi 4, LA TERBtEM (WLAN) AR, Frld
PREREE 27T MK LI FHIDNSHRSSEE | BtEiai R F R E I TS XA
IPHElE, REREEFPIHESEEEBEIREREREIATLDNSIRSS =BT, i)
AJLESSTEOTEIHEXER, WA ipconfig /all , FHSLERIT:

o0
Windows IP Fii#E

4L .. . . . . .. .. .. . : DESKTOP-TLBKH7R
FEDNS JF& . . . ... ... :

ML Lo D RE

e N = S G

WINS FREECEH . . . . . .. L. :m

PUKPIERC 2 DL :

BAACRA .. L oo BRI

R ER DNS A4 . . . . . . :

Wb, oo 0o Realtek PCIe GbE Family
Controller

YpEbk. . . . . . . . . . . . . : 04-BF-1B-6F-95-40

DHCP &M . . . . o o o o . .. Do

HHEECEM. . . . .. ...

LRGN fs A HER 1.

EACRAS . . . o oL RO R:

ERRFER DNS JE . . . . . . L

k. . . . . . . . . . . . .. . : Microsoft Wi-Fi Direct Virtual
Adapter

MpEdbE. . oL L . L L L : DC-46-28-11-EB-59

DHCP &8 . . . . . . . . . . .

HaECHEM. « . . . . o o


af://n73
af://n76

Tk SRR s A 2

N D AW ISR

EEAREEM DNS JE4 . . . . L L L

Wik, ... .. Microsoft Wi-Fi Direct Virtual
Adapter #2

YRRl . . . . . . . . . . . . : DE-46-28-11-EB-58

DHCP & . . . . . . . . . .. : 6

HEECEM. © . . . . ..

ToLR SRt G EC 4 WLAN

FERRFER DNS JE4E . . . . . . L

ik, . . . . . . . . . .. ... : Intel(R) Wi-Fi 6 AX201 160MHz

B | : DC-46-28-11-EB-58

DHCP &8 . . . . . . . . . . .

HaiE S mH. .« . o o oL D

AMgER: 1Pve ik, . . . . . . . : fe8@::d3a:1f6e:571c:14e0%8 (k)

IPv4 Huhi . . . . . . . . . . . . : 192.168.2.44( k)  #ILALTERIAHL)
IPHihL

TR . . . . . . . . ... . : 255.255.255.0

RAEMARNE . . . . . . . . . @ 2024%F12H17H 14:12:48

AR . . . . . . . . . @ 2024%F1218H 14:12:48

BRASE. ... s :192.168.2.1  #IALTE I S

DHCP ARSS%% . . . . . . . . . . . : 192.168.2.1

DHCPV6 IAID . . . . . . . . . . . : 165430824

DHCPv6 % /%% DUID . . . . . . . : 00-01-00-01-2C-28-D2-81-04-BF-1B-
6F-95-40

DNS JRZ:%: . . . . . . . . . . . :192.168.2.1 #ULHIMSEREIN 7 G A H
DNSJIk%5 %%

TCPIP L) NetBIOS . . . . . . . : CEH

LUKPERC S AR 2:

AR .. oL BYRCWTER

HERAFEM DNS JE4 . . . . . . L

ik, oo 0oL Netease UU TAP-Win32 Adapter
v9.21

YpEEMeRE. . . . . . . . . . . . . : 00-FF-F3-FC-85-85

DHCP T . . . . o o o o o .. DoE

HEECEM. .« . . . ... 2

FRLARTLAE R, Z#H IPv4 il 192.168.2.44 , [&Hblit)y 192.168.2.1
EIRTtE7E4DNSERSSES. ARLAFRAIMBRIZFFIAEY DNS EFFAEAME DNS RZE5H1T, 1B
\PHBIERN B ARIPHBAL A Z R AN R KB, TRE XS FFRE MM iZE B %
FH, FRLARTREAREZEEM K ALS/ 1t DNS , TEHIZENESMESEINLASIELL £

BiSs .



228 7.735139 192.168.2.44 192.168.2.1 DNS 75 Standard query @x7c62 A www.xjtu.edu.cn |
ard query @xbd di

u‘r 229 7.735323 192.168.2.44 192.168.2.1 oS |

[ 236 7.738599 152.168.2.1 152.168.2.44 NS an X2 o e-pa.googleapis.com A 142.250.217.74 A 142.251.33.106 A 142.250.69.202 A 142.251.33.74 A 142.250.217.
| 231 7.739169 192.168.2.1 192.168.2.44 NS an uer, a o guide-pa.googleapis.com SOA nsl.google.com

i 232 7.739448 192.168.2.44 142.250.217.74 TCP en= WS=256 SACK_PERM

| 233 7.739939 192.168.2.1 192.168.2.44 DNS 155 Standard query i leapis.com SOA nsi 1

l T7. 78S TI1e8.2.1 TOT.168.2.28 Ll 83 Standard query T K v Xjtu. edu. cn A 202.117.1.15 NS ns2.%3tu.edu.cn NS dec3080.xjtu.edu.cn A 202.117.6.21 A 262.117.6.26

X7C
235 7.742822 192.168.2.1 192.168.2.44 DS 124 Standard guery response 0xbde3 HTTPS www.xitu.edu.cn SOA dec3000.xitu.edu.cn

3 B RXDNSEIIHIERD R

WE, FERNMESA 228 5 229 IEHER AR AZIERIF S DNS b7k
i (Standard query) ., —N\mA ATRIR, — N8 HTTPS FriR, BUE FBFA#TIE
2E 1pva ik, REREIDNSHRITSIN; BER HTTPS i8R, ATHRTREZEEE
B4 HTTPS sttt (FL LEZEHHAURLASTI http: // HXELRIEHE, RbE
ESECANEFE https:// H7E, FEEMBIRXATHI TFESHXE 7 TLSv1. 3 HIkg4E
B, MREHILIERSWAIHTTP RX) . IR, LU 234 0 235 FEXI R F
MNEIEBERAREIE.

228 BRENTERINT

v Domain Name System (query)
Transaction ID: @x7c62
v Flags: ©x018e Standard query

@... ...+ «v.. .... = Response: Message is a query
.ee@ ©... .... .... = Opcode: Standard query (@)

..0. .... .... = Truncated: Message is not truncated
ve.. «..1 .... .... = Recursion desired: Do query recursively
ceee we.. .B.. ... = Z: reserved (0)

..® .... = Non-authenticated data: Unacceptable

Questions: 1
Answer RRs: @
Authority RRs: ©
Additional RRs: @

v Queries
> www.xjtu.edu.cn: type A, class IN
[Response In: 234]

B4 E228fR 4L
Transaction ID: 0x7c62
AT RRIZIERNE—TRRRT. EFimEE B SR SIIA.,
Flags: o0x0100
XE— tEEIR (Standard Query) . BRTSIREG(L:

| R = Response : FRXE—NMER (BEF o, FEMWK) .



.000 0... .... = Opcode : TMEEA (ER 0) .
e .0.. .... = Truncated : F={EEHT, ZHIE=EL,
...1..... = Recursion desired : ErEFi#iEKBAES .

........... 0 = Non-authenticated data : REEIZEINE, HEIEIEHRNELS
DIIERIEEE.

Questions: 1
HEIERFE 1 NMa, BREET—MEE.
Answer RRs: 0

HFFCH (RRs) 1E. HARXF RBEERLOZRCR, BAXRE—
BiRX.

Authority RRs: 0
IRENEBIRIRSRER.
Additional RRs: 0

IRBHIMNIINER.

B/5 Queries R4, XMRXE—EEN) DNS Eiffigk, EXREEN
T:

(1). ZPixME DNS [RBEEAIEXT —NEK, HA www.xjtu.edu.cn B9 AiSHR
(IPv4 ftbsit) , WIRICRET IN (Internet) 35,

(2). BRPHE BAERIREA (RD=1) , KPEFiH%HE DNS IRSSEHEMTTMIE
3R

(3). BEHEEAETANS, REEUINRENE, FAXRiEKMmIENELL

m 229 BTSRRI RERM, RFIZHE type &9 HTTPS |, EHEREAR
XK. FTEDHT— XM 228 SH#RAY DNS NHIMIRSE 234 :



Transaction ID: @x7c62
v Flags: ©x8180 Standard query response, No error

1... = Response: Message is a response
.e00 o = Opcode: Standard query (©)
e.. = Authoritative: Server is not an authority for domain
.0, . = Truncated: Message is not truncated
....... 1.... .... = Recursion desired: Do query recursively
........ 1... = Recursion available: Server can do recursive queries
.0.. = Z: reserved (@)
..0. = Answer authenticated: Answer/authority portion was not authenticated by the server
........... @ .... = Non-authenticated data: Unacceptable
............ @eee = Reply code: No error (@)
Questions: 1
Answer RRs: 1
Authority RRs: 2
Additional RRs: 2
v Queries
> www.xjtu.edu.cn: type A, class IN
v Answers

> www.xjtu.edu.cn: type A, class IN, addr 262.117.1.13
Authoritative nameservers
> xjtu.edu.cn: type NS, class IN, ns ns2.xjtu.edu.cn
> xjtu.edu.cn: type NS, class IN, ns dec3000.xjtu.edu.cn
v Additional records

» ns2.xjtu.edu.cn: type A, class IN, addr 202.117.0.21

> dec3000.xjtu.edu.cn: type A, class IN, addr 202.117.0.20

Request In: 228
[Time: ©.8©6918008 seconds]

<

El5 E234fRf 45 R
BAEFEE
Flags: 0x8180
RRAFTIR RS :

........... Response: iXE—NMERGRS,

-
1

.0000... .... = Opcode: tREEIA (0)

-
1

...... Recursion desired : ZFimigkiEIAEA,

...... 1. .... = Recursion available: JR$328 % &4,

............ = Reply code: No Error, FRREIHKI.

[BIEERSS (Answers) iREIT AR (IPv4 ithlit)
Name: www.xjtu.edu.cn

Type: A (IPv4 itih)

Class: IN (Internet283l) .

TTL (477A%E) : 1256 70 (4921 %) .

Address: 202.117.1.13 , X2 www.xjtu.edu.cn B IPv4 ik,



R FRIRSSEEER (Authority RRs) IRETIHB xjtu.edu.cn AINELBFR
IRSSES:

a. Name: xjtu.edu.cn

Type: NS (Name Server) ,

Name Server: ns2.xjtu.edu.cn
TTL: 838 & (4913 %) .

b. Name: xjtu.edu.cn

Type: NS (Name Server) ,

Name Server: dec3000.xjtu.edu.cn
TTL: 838 & (4913 %) .

BE . XERAEREE xjtu.edu.cn HBRMESTRIRS =S,

fibNicH:EBs (Additional RRs)

RETNEBRIRSZ M9 IPv4 B, 953089 ns2.xjtu.edu.cn (Type A,
Address 202.117.0.21) , dec3000.xjtu.edu.cn (Type A, Address

202.117.0.20) , XEINCREBNEimEERAENEHZTRIRSSS, R REEaiE
R,

M EERTLABH TGS
(1). ZEFPIHEIET www.xjtu.edu.cn Y AigHR.
(2). IRSZEMMAIARTH, IRE]Y www.xjtu.edu.cn BYIPv4 #tBiF: 202.117.1.13,

(3). ARTIEMT xjtu.edu.cn BINEBFRIRSEEE ( ns2.xjtu.edu.cn
dec3000.xjtu.edu.cn) ,

(4). BIIMCRPRAL T RS =RAIEIK IP tbtE, BTFRERIERTA.



2. TCPSHTTPIMY TR SR

R IE

RAARERETHTTP LUK TCP MY AIERAET, MEFRMEEERTTE

. FRITFREEXRER, BN SEM—EiHE, @Yo, ®RITUEET
Eﬁlﬂﬁﬁﬁg IPv4 HBER 202.117.1.13 , FRLUKERIEEME AN RERER/BiR IP it
RIEPWIEX., A EZFHEEOE ANd S ip.src_host==202.117.1.13 or
ip.dst_host==202.117.1.13 , BERUT (%) :

- 236 7.743099 192.168.2.44 202.117.1.13 TCP 66 61378 > 8@ [SYN] Seq=0 Win=64246 Len=@ MSS=1460 WS=256 SACK_PERM
237 7.743334 192.168.2.44 202.117.1.13 TCcP 66 61379 » 88 [SYN] Seq=@ Win=64240 Len=@ MSS=146@ WS=256 SACK_PERM
238 7.744919 202.117.1.13 192.168.2.44 TCP 66 80 > 61378 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=144@ SACK_PERM WS=128
239 7.744919 202.117.1.13 192.168.2.44 TCP 66 80 > 61379 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1446 SACK_PERM WS=128
248 7.744991 192.168.2.44 202.117.1.13 TCP 54 61378 > 8@ [ACK] Seq=1 Ack=1 Win=263424 Len=0
241 7.745810 192.168.2.44 202.117.1.13 TCP 54 61379 » 8@ [ACK] Seq=1 Ack=1 Win=263424 Len=0
242 7.745153 192.168.2.44 202.117.1.13 HTTP 1189 GET / HTTP/1.1
243 7.746951 202.117.1.13 192.168.2.44 TCP 54 80 -+ 61378 [ACK] Seq=1 Ack=1136 Win=64128 Len=@
244 7.749095 202.117.1.13 192.168.2.44 TCP 8694 80 > 61378 [PSH, ACK] Seq=1 Ack=1136 Win=64128 Len=864@ [TCP PDU reassembled in 249]
245 7.749125 192.168.2.44 202.117.1.13 TCP 54 61378 > 80 [ACK] Seq=1136 Ack=8641 Win=263424 Len=0
246 7.749211 202.117.1.13 192.168.2.44 TCP 2934 80 - 61378 [ACK] Seq=8641 Ack=1136 Win=64128 Len=2880 [TCP PDU reassembled in 249]
247 7.749233 192.168.2.44 202.117.1.13 TCP 54 61378 » 8@ [ACK] Seq=1136 Ack=11521 Win=263424 Len=0
248 7.749346 202.117.1.13 192.168.2.44 TCP 1494 80 - 61378 [ACK] Seq=11521 Ack=1136 Win=64128 Len=144@ [TCP PDU reassembled in 249]
249 7.749920 202.117.1.13 192.168.2.44 HTTP 1298 HTTP/1.1 200 OK (text/html)
250 7.749947 192.168.2.44 202.117.1.13 TCP 54 61378 > 8@ [ACK] Seq=1136 Ack=14205 Win=263424 Len=0
251 7.776256 192.168.2.44 202.117.1.13 HTTP 1094 GET /style/xjnew6ll.css HTTP/1.1
252 7.77@369 192.168.2.44 202.117.1.13 HTTP 1077 GET /js/jquery.min.js HTTP/1.1
253 7.77@947 192.168.2.44 202.117.1.13 TCP 66 61380 > 82 [SYN] Seq=@ Win=64240 Len=@ MSS=146@ WS=256 SACK_PERM
254 7.771146 192.168.2.44 202.117.1.13 TCP 66 61381 > 8@ [SYN] Seq=@ Win=64240 Len=@ MSS=1460 WS=256 SACK_PERM
255 7.771373 192.168.2.44 202.117.1.13 TCP 66 61382 » 8@ [SYN] Seq=@ Win=64240 Len=@ MSS=146@ WS=256 SACK_PERM
256 7.771540 192.168.2.44 202.117.1.13 TCP 66 61383 > 82 [SYN] Seq=@ Win=64240 Len=@ MSS=1460 WS=256 SACK_PERM
257 7.772676 202.117.1.13 192.168.2.44 TCP 2934 80 » 61378 [ACK] Seq=14205 Ack=2176 Win=64128 Len=2880 [TCP PDU reassembled in 260]
258 7.772707 192.168.2.44 202.117.1.13 TCP 54 61378 > 8@ [ACK] Seq=2176 Ack=17085 Win=263424 Len=0
259 7.773715 202.117.1.13 192.168.2.44 TCP 1494 80 » 61378 [ACK] Seq=17@885 Ack=2176 Win=64128 Len=1448 [TCP PDU reassembled in 260]
260 7.773715 202.117.1.13 192.168.2.44 HTTP 251 HTTP/1.1 208 OK (text/css)
261 7.773740 192.168.2.44 202.117.1.13 TCP 54 61378 + 8@ [ACK] Seq=2176 Ack=18722 Win=263424 Len=0
262 7.773968 192.168.2.44 202.117.1.13 HTTP 1101 GET /_sitegray/_sitegray_d.css HTTP/1.1
263 7.774253 202.117.1.13 192.168.2.44 TCP 66 80 > 61380 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1440 SACK_PERM WS=128
264 7.774253 202.117.1.13 192.168.2.44 TCP 66 80 > 61381 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=144@ SACK_PERM WS=128
265 7.774253 202.117.1.13 192.168.2.44 TCP 66 80 » 61382 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=144@ SACK_PERM WS=128
266 7.774253 202.117.1.13 192.168.2.44 TCP 66 80 » 61383 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=@ MSS=1448 SACK_PERM WS=128
267 7.774253 202.117.1.13 192.168.2.44 TCP 54 80 -+ 61379 [ACK] Seq=1 Ack=1024 Win=64128 Len=@
268 7.774325 192.168.2.44 202.117.1.13 TCP 54 61380 > 8@ [ACK] Seq=1 Ack=1 Win=263424 Len=0
269 7.774338 192.168.2.44 202.117.1.13 TCP 54 61381 > 80 [ACK] Seq=1 Ack=1 Win=263424 Len=0
270 7.774343 192.168.2.44 202.117.1.13 TCP 54 61382 > 8@ [ACK] Seq=1 Ack=1 Win=263424 Len=0
271 7.774356 192.168.2.44 202.117.1.13 TCP 54 61383 » 8@ [ACK] Seq=1 Ack=1 Win=263424 Len=0
272 7.774430 192.168.2.44 202.117.1.13 HTTP 1089 GET /index.vsb.css HTTP/1.1

6 ZFHSIRSRBEIEE (FR)

LRSI, minakubEy, EBERmEA 80 , 1XZ HTTP HNENARS RO,
%%EJL‘,LE%U, HjImT%/u\ﬁﬁ”%D#ﬁiaskﬁﬁﬁ’\J%;R, N EESE 61378 61379
61380 £%, XERAICHEEES FITINEMNITHAER, Hla0 HTML, CSS,
JavaScript 34, BRTIEMBAS. 8N HTIERORESEIE— N TCP &R, 3
SE— A HENAERD. TERIISLL 61378 O RAISESHTSLIRER SIS HKIR
X,

TEBEFRELR

MELARZBNBEERZELRN, BRBRATSEERBHE, MEET
ZEHF/MH%, HETEEBMIMA. HL, HTTP I{’EHWZ\?EW%E'FEEI’\J TCP
RACEERE, ’@Z\Zﬁ& TCP EEEY ZfRARET(F. LATAH T —MER ¢/s BiEE
P TR



af://n151

Client Server

TCP=RIEF

RIEENERIBR(SYN)

>
) BRI (SYN-ACK)
FAZERE (ACK) N
TCPIESZFENI A
BPHRIEHTTPIEK
HTTPiERK (GETHRXY)
>
fRITIEK & AMIBRER
O
. HTTPRZ (200 OK + $UEHRZ)
ARSSERIR Bl N 2=
TCPIURIEF
REXAEREER (FIN) .
. HAFA (ACK of FIN)
) BERKIEE (FIN)
HAXiF (ACK of FIN) N
TCPIEREXI]
Client Server

El7: HTTPSTCPIMY TIERE

HTTPHRY T ESIE S
W0 SRS, LA 61378 im[A61, Kot HTTP XA TIEIFE.



236 7.743099 192.168.2.44 202.117.1.13 TCcP 66 61378 > 80 [SYN] Seq=0 Win=64240 Len=@ MSS=1460 WS=256 SACK_PERM
238 7.744919 202.117.1.13 192.168.2.44 TCP 66 80 > 61378 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1440 SACK_PERM WS=128
240 7.744991 192.168.2.44 202.117.1.13 TCP 54 61378 > 80 [ACK] Seq=1 Ack=1 Win=263424 Len=0
- 242 7.745153 192.168.2.44 202.117.1.13 HTTP 1189 \GET / HTTP/1.1
243 7.746951 202.117.1.13 192.168.2.44 TCP 54 80 > 61378 [ACK] Seq=1 Ack=1136 Win=64128 Len=@
244 7.749095 202.117.1.13 192.168.2.44 TCP 8694 80 - 61378 [PSH, ACK] Seq=1 Ack=1136 Win=64128 Len=864@ [TCP PDU reassembled in 249]
245 7.749125 192.168.2.44 202.117.1.13 TCP 54 61378 > 80 [ACK] Seq=1136 Ack=8641 Win=263424 Len=@
246 7.749211 202.117.1.13 192.168.2.44 TCP 2934 80 > 61378 [ACK] Seq=8641 Ack=1136 Win=64128 Len=2880 [TCP PDU reassembled in 249]
247 7.749233 192.168.2.44 202.117.1.13 TCP 54 61378 > 80 [ACK] Seq=1136 Ack=11521 Win=263424 Len=0
248 7.749346 202.117.1.13 192.168.2.44 TCP 1494 80 - 61378 [ACK] Seq=11521 Ack=1136 Win=64128 Len=1448 [TCP PDU reassembled in 249]
< 249 7.749920 202.117.1.13 192.168.2.44 HTTP 1298 HTTP/1.1 200 OK (text/html
250 7.749947 192.168.2.44 202.117.1.13 TCP 54 61378 » 80 [ACK] Seq=1136 Ack=14205 Win=263424 Len=0@
251 7.770256 192.168.2.44 202.117.1.13 HTTP 1094 GET /style/xjnew6ll.css HTTP/1.1
257 7.772676 202.117.1.13 192.168.2.44 TCP 2934 80 > 61378 [ACK] Seq=14205 Ack=2176 Win=64128 Len=2888 [TCP PDU reassembled in 260]
258 7.772707 192.168.2.44 202.117.1.13 TCP 54 61378 > 80 [ACK] Seq=2176 Ack=17685 Win=263424 Len=0
259 7.773715 202.117.1.13 192.168.2.44 TCP 1494 80 - 61378 [ACK] Seq=17085 Ack=2176 Win=64128 Len=1448 [TCP PDU reassembled in 260]
260 7.773715 202.117.1.13 192.168.2.44 HTTP 251 HTTP/1.1 200 OK (text/css)
261 7.773740 192.168.2.44 202.117.1.13 TCP 54 61378 > 80 [ACK] Seq=2176 Ack=18722 Win=263424 Len=0@
262 7.773968 192.168.2.44 202.117.1.13 HTTP 1101 GET /_sitegray/_sitegray_d.css HTTP/1.1
276 7.776183 202.117.1.13 192.168.2.44 HTTP 471 HTTP/1.1 200 OK (text/css)
282 7.777084 192.168.2.44 202.117.1.13 HTTP 1092 GET /system/resource/js/dynclicks.js HTTP/1.1
303 7.780794 202.117.1.13 192.168.2.44 TCP 1494 80 > 61378 [ACK] Seq=19139 Ack=4261 Win=64128 Len=1448 [TCP PDU reassembled in 3€4]
304 7.780794 202.117.1.13 192.168.2.44 HTTP 114 HTTP/1.1 200 OK (application/javascript)
306 7.780815 192.168.2.44 202.117.1.13 TCP 54 61378 > 80 [ACK] Seq=4261 Ack=20639 Win=263424 Len=0@
330 7.794113 192.168.2.44 202.117.1.13 HTTP 1079 GET /js/ddsmoothmenu.js HTTP/1.1
335 7.800872 202.117.1.13 192.168.2.44 TCP 2934 80 > 61378 [ACK] Seq=20639 Ack=5286 Win=64128 Len=288@ [TCP PDU reassembled in 341]
341 7.800872 202.117.1.13 192.168.2.44 HTTP 836 HTTP/1.1 200 OK (application/javascript)
343 7.800992 192.168.2.44 202.117.1.13 TCP 54 61378 > 80 [ACK] Seq=5286 Ack=24301 Win=263424 Len=0
352 7.804066 192.168.2.44 202.117.1.13 HTTP 1151 GET /images/24/11/202412002001.]jpg HTTP/1.1
423 7.812435 202.117.1.13 192.168.2.44 TCP 5814 80 > 61378 [ACK] Seq=24301 Ack=6383 Win=64128 Len=5760 [TCP PDU reassembled in 1924]
424 7.812450 192.168.2.44 202.117.1.13 TCP 54 61378 > 80 [ACK] Seq=6383 Ack=30061 Win=263424 Len=0
425 7.813003 202.117.1.13 192.168.2.44 TCP 2934 80 > 61378 [ACK] Seq=30061 Ack=6383 Win=64128 Len=2880 [TCP PDU reassembled in 1924]
426 7.813013 192.168.2.44 202.117.1.13 TCP 54 61378 > 80 [ACK] Seq=6383 Ack=32941 Win=263424 Len=0
427 7.813202 202.117.1.13 192.168.2.44 TCP 5814 80 > 61378 [PSH, ACK] Seq=32941 Ack=6383 Win=64128 Len=5760 [TCP PDU reassembled in 1924]
428 7.813218 192.168.2.44 202.117.1.13 TCP 54 61378 > 80 [ACK] Seq=6383 Ack=38701 Win=263424 Len=@
429 7.814143 202.117.1.13 192.168.2.44 TCP 8694 80 > 61378 [PSH, ACK] Seq=38701 Ack=6383 Win=64128 Len=8640 [TCP PDU reassembled in 1924]
430 7.814161 192.168.2.44 202.117.1.13 TCP 54 61378 > 80 [ACK] Seq=6383 Ack=47341 Win=263424 Len=@

E8: #IREHEX61378imONE

AJLRBREMEE, 242 S8 GeT IBRERELL TP ZIRBFZEARIE. TR
1B P EGRAYIR ST -

 Hypertext Transfer Protocol
> GET / HTTP/1.1\r\n
Host: www.xjtu.edu.cm\r\n
Connection: keep-alive\r\n
Upgrade-Insecure-Requests: 1\r\n
User-Agent: Mozilla/5.8 (Windows NT 1.6; Win6d; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131..6.8 Safari/537.36\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/\ i png, */*3q=0.8,application/sig ge;v=b3;g=0.7\r\n
Accept-Encoding: gzip, deflate\r\n
Accept-Language: zh-CN,zh;q=8.9\r\n
[..]Cookie: _ga_P7DT1QXXSK=GS1.1.1700662533.2.0.1700662533.
\r\n
Response 249
[Full request URT: http://ww.xjtu.edu.cn/]

1700662533.60.0.0; _ga=GA1.3.798618446.1700633427; tfstk=F5Q0DZZ8Rg-H..

©.0; _ga_7PN892EEG2=G51.1.1700662533.2.0.1700662533.60.0.0; _ga_7YGQ8432T2=GS1.1.1700662533.

9: B2424R AR

EH7T (Request Line)

GET/HTTP/.1: GET AHTTPRSE, REFIRBERRNZR, HERTIRE
RERER, Lt / FRE¥E, T/ERY HTTP/1. 1 FRRERAIHTTPHINIARA.

&KL (Request Headers)
Host: FRBRIRS 5092 ;

Connection: keep-alive X REFinH BRIFFAEE, S/ TCP &iE, X
B2 HTTP/1.1 1HEC1 . OBEE ISR It Z —;

Upgrade-Insecure-Requests : 1 X REFIHGFEETAHANEETHES
HTTPS 1E:;

User-Agent : UAFERITRERTIUA MW A in il (BR1E R Guhn il a5 2 by
Wi WREHRIES) BRI ERE RAGER . Eiﬁll REEREEHE, Netscape RIS
(S Mozilla) BEF—1"XZFERNMNIUIDENNGEEE. B2 KNihHTRIE
User-Agent ¥JBTixIbEes2RE, R3S Mozilla NS ER 7 =HKkIN6EE. FEE LftiXIZE 2
(8 & Internet Explorer . Chrome . Safari &) A T HF B X & K uf ,



{£ User-Agent FA{lZERE "Mozilla" , 7 & M B'i IJJ BE IE & & 17 .
AppleWebKit/537.36 &~ aseFHEHIE WebKit ;55 |28, R¥1EF Safari ks
28. Chrome/131.0.0.0 SLFRRR T ERNE Google Chrome N¥ase: Safari/537.36
NEAHFFREFEEN, 88 Safari FURR,

Accept: FTREFIREZHNSRE., BAREROT:

text/html: HTML 37&;
image/webp, image/apng : EFH&=;
application/xml : XML {&EHE;
* o RNEZHINERE,
Accept-Encoding : FREBEFinsZHFNEF~ TR S EFEdRIEHE ;

Cookie : HLEM#E®T T E P infRFH Cookie HIE. _ga RFIEFEZE Google
Analytics BB 1T AN EWRRFRT.

IHERIF (Request Body) : IttabJ9 GET iR3, FTLAARMIHARSER

MAEXY RIAIMA AR 249 BRIRBHERTNT:

v Hypertext Transfer Protocol

> HTTP/1.1 288 OK\r\n
Date: Thu, 12 Dec 2024 17:27:22 GMT\r\n
Server:; ¥¥k¥EkkkEE\p\p
X-Frame-Options: SAMEORIGIN\r\n
Last-Modified: Thu, 12 Dec 2024 13:27:40 GMT\r\n
Accept-Ranges: bytes\r\n
Cache-Control: max-age=600\r\n
Expires: Thu, 12 Dec 20824 17:37:22 GMT\r\n
Vary: Accept-Encoding\r\n
Content-Encoding: gzip\ri\n
ETag: "eaca-62912ada9cb@@-gzip"\r\n

v Content-Length: 13754\r\n

[Content length: 13754]

Keep-Alive: timeout=5, max=168\r\n
Connection: Keep-Alive\r\n
Content-Type: text/html\r\n
Content-Language: zh-CN\r\n
\r\n
[Request in frame: 242]
[Time since request: ©.004767000 seconds]
[Request URI: /]
[Full request URI: http://www.xjtu.edu.cn/]
Content-encoded entity body (gzip): 13754 bytes -> 60106 bytes
File Data: 60106 bytes

E10: B4R ARIrER



JAZ7T (Status Line)
HTTP/1.1 200 OK:

HTTP/1.1 2HTTP Y ARRA. 200 2EBRERRBEKRMAINAIKESE, Frigk
. OKBRSHIA, Tr—IIER, RSERINGETIER,
NgEsL (Response Headers)

Date : IRSSEE4RNIONAYATIE, R GMT 18,
Server: [RE[/HNHEE (BEFRABHEIEE) .

X-Frame-Options : SAMEORIGIN T RM IR EERIENBER T HExNE
<iframe> h, EBLeM, [HLEAEIERE.

Last-Modified : Z&RIVER/SIEXATIE.
Accept-Ranges : SITFEFRFAITOERTE (KRFHEEIEKREUE) .

Cache-Control : max-age=600 R REFima BIFZEFIR, E1ZRTE 600 7
(10 %)

Expires : E{7JHARFE), 5 Cache-Control XJii,

Vary : REBIBMNABRIEZFiRAY Accept-Encoding SLEBHITEM (40 gzip
£48) .

Content-Encoding : RZ|[/YMNABHITT gzip Eds, HMERAIEE

=
==Y

ETag: "eaca-62912ad8beec-gzip" ARIFAIME—IRIRAFTF, HEEZFRFIME
REARENE (BTEEFWIL) .

Content-Length : FREFHEEIMNASTKER 13754 F1.

Keep-Alive : timeout=5, max=100 , E¥/REZEHN FTHEREE A 5 7,
mAIBAEL 9 100,

Connection: Connection: Keep-Alive , ®"RIRFBBFEHEAIERE, AFE
FBEmnER.

Content-Type: text/html , REBIINANFHIEEIE HTML XA,

Content-Language : Content-Language: zh-CN , R RHNBHNESEREAF
X,

Content-encoded entity body (gzip) : RIEHI HTML SX425D gzip 498, &
TERKERN 13754 F15 , BERKER 60106 F1.



lEE#F (Response Body) : E{NEXMutAEIIIE, HAAREFT.

FRLAFRATRT LAEIECEE H HTTP/ 1. 1 Y TAEmAR:

a. FIFFNRER M AMULGERT, XS FAE iR Web fRSS25HY 80 in]
RIFFEST—NTCPIERANER;

b. WebfRSZERIINIEES, EFRARSZFLAE—MEKRIRI, B2 1ERT
. BREFIBERIENX ;

c. IRSBF|RE—MIRIRS, BEREIT. MRS R ;
d. RIXSEMN, $F5EE, BEERE SRERRIE S0AZR RABERE ML

TCP X TESiES

HAWBLALAUL RO 796, SIEERZEPAI TP il TIRF R FE R DT,
(1) ZXEFELEE

BCRREE RN =RIEFAITE:

L 236 7.743099 192.168.2.44 202.117.1.13 TCP 6661378 > 80 [SYN] Seq=0 Win=64248 Len=0 MSS=146@ WS=256 SACK_PERM
| ‘ 238 7.744919 202.117.1.13 192.168.2.44 TCP 66 80 » 61378 [SYN, ACK] Seq=@ Ack=1 Win=64240 Len=0 MSS=1440 SACK_PERM WS=128
240 7.744991 192.168.2.44 202.117.1.13 TCP 54 61378 > 80 [ACK] Seq=1 Ack=1 Win=263424 Len=0

11: TCPIMY=XIEFIME
FEXIEFE:



~ Transmission Control Protocol, Src Port: 61378, Dst Port: 8@, Seq: @, Len: @
Source Port: 61378
Destination Port: 8@
[Stream index: 36]
v [Conversation completeness: Complete, WITH_DATA (31)]
..@. .... = RST: Absent
a1l FIN: Present
.. 1l... = Data: Present
R ACK: Present
..1. = SYN-ACK: Present
. .1 = SYN: Present
[Completeness Flags: -FDASS]
[TCP Segment Len: 9]
Sequence Number: @ (relative sequence number)
Sequence Number (raw): 319401747
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @
Acknowledgment number (raw): @
1000 .... = Header Length: 32 bytes (8)

v

Flags: ©xee2 (SYN)
Window: 64248
[Calculated window size: 6424@]
Checksum: @x8e7d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
v Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted
> TCP Option - Maximum segment size: 146@ bytes
> TCP Option - No-Operation (NOP)
> TCP Option - Window scale: 8 (multiply by 256)
> TCP Option - No-Operation (NOP)
> TCP Option - No-Operation (NOP)
> TCP Option - SACK permitted
v [Timestamps]
[Time since first frame in this TCP stream: ©.000000000 seconds]
[Time since previous frame in this TCP stream: ©.080800008 seconds]

El12: TCPHMNE—IRIEF

[Conversation completeness...] : ¥iTE=EE, HHRSTEEFERY, &
HPEATR 1. Ithbig 0 REEENRE, EZIER, ISR 1 RAFZPATEBLE
BT, UEAMRENEFESBARF D A S S, BMALA o BT - Rk
=P

[TCP Segment Len: 0] : TCP IR BREHMTKE. ikt o, BAAR [SYN]
TBXIERERY, ATLAARGREERETE.

Sequence Number: 0: (18%Y) F%I580, PR EFETCP E#30&ERER, W3
84— FBHRIPIEESIS (ISN, Initial Sequence Number) , LABS LE&ERE
WWEEEEF. ZIXEFENGN 1SN 2@E (HIEEE, mEF2E, tBEEN
W) . & Wireshark FEZERINBKREIFIES 1SN (188 x ) (EEBRIEXFS!
g, EFIRATCPERZNAITIRE, HT—1TinE (raw) HNRIRR T EFiRAIEST
ISN,

1000 .... : LAZ#HFHIFERIRE TcP SLIKE., fER TP LKEZ 20
Bytes, tOmiR 5575, B _HHI) 0101 , KE8FTS, XA E BIMNIEIRFER
, FLALT options % HAIRIHER.

Flags : BARTA0T,



v Flags: @xee2 (SYN)
eee. .... .... = Reserved: Not set
- = Accurate ECN: Not set
. ©... .... = Congestion Window Reduced: Not set
. .0.. .... = ECN-Echo: Not set
. «.0. .... = Urgent: Not set
....... ® .... = Acknowledgment: Not set
........ ©... = Push: Not set
cees «a.. .0.. = Reset: Not set
> P 1. = 5yn: Set
Fin: Not set
[TCP Flags: ---=------ S-]

o
n

E]13 FlagsZlTs
RE syn UE 1, RAXZ—NEILERD SYN i53K.
/5 Options ZELREEMAMERUNT :

Maximum segment size (MSS) : thERATCPERIK (ABIETCPLER) .
e MSS = MTU — 20(IP3k) — 20(TCP:3k) = 1460, FELAKM &= MTU 5
1500 1, EHBEX—ER. EItETCPANMHERNFRIKE, BERIEREH®
KERNBIMTUFHLL,

Window : REA&ZIER IR EO /N, BUAFT., TEERRSHImELERF
M, Fr&IZRY window EEFEIBUISEOK.

Checksum : 35F0, RATHRNEIREEIRETERARA, TELUEBHR
RN, RIS RIGIIRHSREAERSITERIEMN, —BiRREETHE.
[Unverified] BZRNERERITTIEL.

Window Scale : BIEfEMEF BREOX/N, RFEARSIEEHEO. SE
KERXBHA2Z . EAXBERH, B EFFAKD -
64240% 256 = 16,454, 40053 (£16MB)

SACK iElii : [ERIEENE (Selective) #IA, AIFHRWITHIFRAIETTEUEIHR
LRNESRIEER, BSEER, BRISER,

NOP : IEFEINFER, HRIKERITT.

[Timestamps] : BJE&, LATRITHBIZFRIEE &in 0 8i—ii A9asaiaiE, F
FHEFTCP RTT (iRAYE) ME & XS EHNESIESHN FiRAE (RTT)
2% B LL R S E15EaR .

Urgent Pointer : & 0 im0+ ARSEUE.



THETREPRIEFR, MRS BEINTA:

Source Port: 80
Destination Port: 61378
[Stream index: 36]
v [Conversation completeness: Complete, WITH_DATA (31)]
e

Present
SYN-ACK: Present
1= SYN: Present

[Completeness Flags: -FDASS]
[TCP Segment Len: @]
Sequence Number: @  (relative sequence number)
Sequence Number (raw): 1283478328
[Next Sequence Number: 1  (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 3194001748

© .... = Header Length: 32 bytes (8)

Flags: 0012 (SWN, ACK)
= Reserved: Not set

Accurate ECN: Not set

Congestion Window Reduced: Not set

ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Set

Push: Not set

Reset: Not set

Checksum: exfedc [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
~ Options: (12 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1440 bytes
TCP Option - No-Operation (NOP)
TCP Option - No-Operation (NOP)
TCP Option - SACK permitted
TCP Option - No-Operation (NOP)
TCP Option - Window scale: 7 (multiply by 128)
v [Timestamps]
[Time since first frame in this TCP stream: ©.001820000 seconds]
[Time since previous frame in this TCP stream: ©.601820060 seconds]
v [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 236]
[The RTT to ACK the segment was: ©.001820060 seconds]
[4iRTT: 0.601892600 seconds]

E14 £2KIEF



v Transmission Control Protocol, Src Port: 61378, Dst Port: 88, Seq: 1, Ack: 1, Len: ©
Source Port: 61378
Destination Port: 80
[Stream index: 36]
v [Conversation completeness: Complete, WITH_DATA (31)]

..0. .... = RST: Absent
..1 .... = FIN: Present
. 1... = Data: Present
.1.. = ACK: Present
..1. = SYN-ACK: Present

= .
n

e e SYN: Present
[Completeness Flags: -FDASS]
[TCP Segment Len: @]
Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 319401748
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 1283478329
0101 .... = Header Length: 20 bytes (5)
v Flags: @x@18 (ACK)
@08. .... .... = Reserved: Not set
..@ .... .... = Accurate ECN: Not set
. ©... .... = Congestion Window Reduced: Not set
.8.. .... = ECN-Echo: Not set
..8. .... = Urgent: Not set
..1 .... = Acknowledgment: Set
. ©... = Push: Not set
.0.. = Reset: Not set
..0. = Syn: Not set
sees +av. ...8 = Fin: Not set
[TCP Flags: ------- A----]
Window: 1029
[Calculated window size: 263424]
[Window size scaling factor: 256]
Checksum: @x8e71 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
v [Timestamps]
[Time since first frame in this TCP stream: ©.001892000 seconds]
[Time since previous frame in this TCP stream: ©.60€072000 seconds]
v [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 238]
[The RTT to ACK the segment was: ©.000072000 seconds]
[iRTT: ©.001892000 seconds]

E15 E=REF
BXEF:

RESHINEFESEQNEA Y . RIABEKI=ZFimH SYN R,
ACK = %P SEQ + 1, ®rAKEIEFNAEREINERREK, FHEIZRIRE
FSASEQ + 1H983E; Flags SYNSACKEE 1, XFRERELER, Hi5K
EZPHHEIA. MSSZEA 1440 , AJREHTIRSBETINTHE.



=RIEF: ERZXEFR, SEQE+1, RAKETHE_FEIER, ACKE
AEOEE 1029, XEETEHOGEMIG, =PRRIELRIE P XASERRA A=E
BN, EBOBKEITESN 263424 =15, BAOBKHGE—FPE LSO
BE, BFOFEANEORN, LUEN SH5eikiBf~am (BDP) M4,

(2) FUXRIEFFEER

RIRMEHRINR, BIEERRNE RO T:

FEFIR&IX FIN € . JEERTNE, ERHEKE— FIN (ER) n58d
HEE, TrAmEMTRER.

BRS3E3EIR ACK & : fR5525IEI FIN B/, REIR— ACK &, FAXIE
.

ARSSER%&IX FIN & : [RSBHBHERE— FIN 8, RREESKHAEE.

EFIREIN ACK & : EFinIEIRS=:A FIN €75, RiX— ACK &, A
WiriEss, ZEt, EEE2XE.

Client Server

RIEBXRAERBX (FIN)

>

HiAXF) (ACK of FIN)
<

I5KAERE (FIN)
<

IAXA (ACK of FIN)

>

Client Server

[El16 TCPIrEZITIER =

AMSEIMTBEREREAEA.

3138 8.138980 192.168.2.44 a7 100/ 51L1E) HTTP 1160 GET /img/fawu20230719.png HTTP/1.1
3171 8.144139 202.117.1.13 192.168.2.44 HTTP 872 HTTP/1.1 208 OK (PNG)
3194 8.198616 192.168.2.44 2z 1/ 511115 TCP 54 61378 » 88 [ACK] Seq=20787 Ack=652729 Win=263424 Len=@

- 3249 13.143661 202.117.1.13 192.168.2.44 TCP 54 80 - 61378 [FIN, ACK] Seq=652729 Ack=28787 Win=64128 Len=@
3251 13.143705 192.168.2.44 202.117.1.13 TCP 54;61378 » 80 [ACK] Seq=20787 Ack=652730 Win=263424 Len=@
3273 18.751335 192.168.2.44 202.117.1.13 TCP 54 61378 » 8@ [FIN, ACK] Seq=2@787 Ack=652730 Win=263424 Len=0

- 3280 18.753739 202.117.1.13 192.168.2.44 TCP 54 80 -+ 61378 [ACK] Seq=65273@ Ack=20788 Win=64128 Len=@

E17 TCPHTRERLIMNBER (&EUN)
IIFFRA LRTETeBR, MEMIRSRITAIEFINEKT ., XEHRHAl?



L3 BEHEBIMERZE, MEEREXER, ESHFNETERERE. X5Z8iFTR
HTTP/1.13Z#509 Keep-Alive LI TE X, 1EFEAIBIM— N ZBIOMTHIHTTPIE IR
HWE, FTEIITXTF Keep-Alive 580454 G 1L ARE :

Keep-Alive : timeout=5, max=100 , FRNEENZRERAIEN 57, &KX
153KE 100,

LR, JRXT STRUBNIERE, REF[FBEITCPIMUAEFIN, XIEM
BERPAEIAZE 3249 SHIIR ( [FIN, ACK] ) . BS 3194 SEIERNEBRIEE
BAT 5%, ATLUANIXE FHEEEE I H I SRS R. FITTLIEIE
BEEIRSCRIGIEEE.

v Transmission Control Protocol, Src Port: 80, Dst Port: 61378, Seq: 652729, Ack: 208787, Len: ©
Source Port: 80
Destination Port: 61378
[Stream index: 36]
> [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: @]
Sequence Number: 652729 (relative sequence number)
Sequence Number (raw): 128413157
[Next Sequence Number: 652738 (relative sequence number)]
Acknowledgment Number: 20787 (relative ack number)
Acknowledgment number (raw): 3194022534
@101 .... = Header Length: 28 bytes (5)
v Flags: ex@1l (FIN, ACK)
eee. .... .... Reserved: Not set
Accurate ECN: Not set
Congestion Window Reduced: Not set
ECN-Echo: Not set
feen . Urgent: Not set
....... 1 .... = Acknowledgment: Set
= Push: Not set
Reset: Not set
Syn: Not set
Fin: Set
v [TCP Flags: -:----- A---F]
v [Expert Info (Note/Sequence): This frame initiates the connection closing]
[[This frame initiates the connection closing]
[Severity level: Note]
[Group: Sequence]
Window: 51
[Calculated window size: 64128]
[Window size scaling factor: 128]
Checksum: @xfl1ll [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
v [Timestamps]
[Time since first frame in this TCP stream: 5.408562000 seconds]
[Time since previous frame in this TCP stream: 4.945845000@ seconds]
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Source Port: 61378
Destination Port: 8@
[Stream index: 36]
> [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: @]

Sequence Number: 28787 (relative sequence number)
Sequence Number (raw): 3194822534
[Next Sequence Number: 20787 (relative sequence number)]

Acknowledgment Number: 652738 (relative ack number)
Acknowledgment number (raw): 1284131858

@181 .... = Header Length: 28 bytes (5)
v Flags: @x@1e (ACK)
@e8. .... .... = Reserved: Not set
.0 ..., .... = Accurate ECN: Not set
. ©... .... = Congestion Window Reduced: Not set

.@.. .... = ECN-Echo: Not set
..8. .... = Urgent: Not set
...1 .... = Acknowledgment: Set
.... @... = Push: Not set
«... .0.. = Reset: Not set
vees .0, = 5yn: Not set

ceee veee ...0 = Fin: Not set

[TCP Flags: +-----" Aever]

Window: 1029
[Calculated window size: 263424]
[Window size scaling factor: 256]
Checksum: @x8e71 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
v [Timestamps]
[Time since first frame in this TCP stream: 5.400606000 seconds]
[Time since previous frame in this TCP stream: ©.002044800 seconds]
v [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 3249]
[The RTT to ACK the segment was: ©.800844800 seconds]
[iRTT: ©.0018920080 seconds]




Source Port: 61378
Destination Port: 8@
[Stream index: 36]
> [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: @]

Sequence Number: 28787 (relative sequence number)
Sequence Number (raw): 3194822534
[Next Sequence Number: 28788 (relative sequence number)]

Acknowledgment Number: 652730 (relative ack number)
Acknowledgment number (raw): 1284131058
®1@1 .... = Header Length: 2@ bytes (5)
v Flags: exell (FIN, ACK)
8ee. .... .... = Reserved: Not set
..@ .... .... = Accurate ECN: Not set
. @... .... = Congestion Window Reduced: Not set
.@.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..1 .... = Acknowledgment: Set
. @... = Push: Not set
.0.. = Reset: Not set
vres saes 2.0, = Syn: Not set
¥ ..ev «.-. ...l = Fin: Set

v [Expert Info (Chat/Sequence): Connection finish (FIN)]
[Connection finish (FIN)]

[Severity level: Chat]
[Group: Sequence]
v [TCP Flags: -«------ = o o7 ]

v [Expert Info (Note/Sequence): This frame undergoes the connection closing]
[This frame undergoes the connection closing]
[Severity level: Note]

[Group: Sequence]
Window: 1@29
[Calculated window size: 263424]
[Window size scaling factor: 256]
Checksum: @x8e71 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: ©
v~ [Timestamps]
[Time since first frame in this TCP stream: 11.008236000 seconds]
[Time since previous frame in this TCP stream: 5.6€7630000 seconds]



v Transmission Control Protocol, Src Port: 8@, Dst Port: 61378, Seq: 652730, Ack: 20788,
Source Port: 80
Destination Port: 61378
[Stream index: 36]
> [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 8]
Sequence Number: 652730 (relative sequence number)
Sequence Number (raw): 1284131658
[Next Sequence Number: 652730 (relative sequence number)]
Acknowledgment Number: 208788 (relative ack number)
Acknowledgment number (raw): 3194022535
@101 .... = Header Length: 20 bytes (5)
v Flags: exe1@ (ACK)
@e8. .... .... = Reserved: Not set
..@ .... .... = Accurate ECN: Not set
. @... .... = Congestion Window Reduced: Not set
.@.. .... = ECN-Echo: Not set
..8. .... = Urgent: Not set
...1 .... = Acknowledgment: Set
.... B... = Push: Not set
... .0.. = Reset: Not set
vees 0. = Syn: Not set
vees ees. ...8 = Fin: Not set
[TCP Flags: «------ A--er]
Window: 5@1
[Calculated window size: 64128]
[Window size scaling factor: 128]
Checksum: @xf11® [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
v [Timestamps]
[Time since first frame in this TCP stream: 11.01064060@ seconds]
[Time since previous frame in this TCP stream: ©.882484000 seconds]
~ [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 3273]
[The RTT to ACK the segment was: ©.002408400@ seconds]
[iRTT: ©.201892000 seconds]
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Client Server

[FIN, ACK]: Seq=x, ACK=y

<
[ACK]: Seq=y, ACK=x+1
>
[FIN, ACK]: Seq=y, ACK=x+1
<
[ACK]: Seq=x+1, Seq=y
>
TCP connection close
Client Server
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